Counter Terrorism and Emergency I ncident Response:

Airborne Vehicle Support Command and Control

Abstract

County, state and local governments respond to emergency assistance using a variety
of assets at their disposal. Within the State of Maryland and the capital region emergency
response is further complicated by the heavy volume of daily ground and air traffic.
Under most circumstances establishing and maintaining a sterile response scene with
open access into/out of the incident scene is difficult and requires both a significant force
allocation and dynamic command and control flexibility. Aviation platforms conducting
incident response missions do not experience the same restrictions as most ground
vehicles and are consequently considered a valuable tool when providing assistance.
Their assistance is limited to functional support missions provided by rotary wing and
fixed wing aircraft. Likely missions include surveillance to provide day or night scene
imagery (panoramic scene context and specific point imagery), airborne command and
control (where ground support is not practical), insertion/extraction of incident response
personnel, medical support personnel, search and rescue personnel, monitoring /
remediation for environmental / hazardous materials, inserting specialized police action
teams (EOD and SWAT) as well as overall site security and safety monitoring. Air
vehicle command and control during large scale incident response must be capable of
adapting to changing circumstances. Personnel involved, both airborne and ground, must
understand each others actions, goals and priorities while on the scene. Coordination of
complicated response activities requires early awareness of the problem, expedient
dissemination of tasks, coordinated execution of assigned missions, deconfliction of
various task activities and command awareness of all surrounding support actions.

Integration of aviation assets have characteristically been addressed by using voice
communications between ground (water and land based) and airborne commanders. The
integration of aviation assets often requires that they be physically on-scene before they
receive tasking and priorities. Pilots often adjust the accomplishment of their mission as
the mission is being executed. Deconfliction is often based upon reaction rather than
coordination.  Situational awareness between aviation and ground activities is often
limited to line of sight coordination and picture building. Emergent technologies already
being tested and fielded can dramatically improve incident response efficiency and
safety.

Emergency incident response using air vehicles can be directly compared to the
military used of Close Air Support (CAS) and Combat Search and Rescue (CSAR). In
both these cases methodology to execute the missions begins well before the aircraft are
on scene. In both these cases, advances in technology provide early situational
awareness, inter-flight coordination, command awareness, and flexibility to shift
command to most suitable method for accomplishing the task. These cases are in fact,
emergency incident responses, they just happen to be a military application.



Objective

The state of Maryland could optimize their command and control of airborne assets
used in incident response by integrating a commercially available air to air and air to
ground capable data link with a real time arborne internet exchange all centrally
commanded by the principle incident command staff. These technology functions can be
integrated to provide quick flexible responses from al arborne and ground vehicle
specialties.

Air to Air Data Link

Aircraft Dependent Surveillance Broadcast (ADSB) provides pilots with situational
avareness of other like configured aircraft. Each aircraft disseminates its own
identification, location, flight orientation and forecast flight vector. Each aircraft also
receives this same information from other like-configured aircraft and displays a
horizontal situation depiction based largely upon GPS information. With aircraft
identification being presented, pilots can recognize where individual mission specific
aircraft are located and where they are going. This information provides pilots and any
airborne command function the ability to manage traffic, plan ingress and egress routes
and determine an activity timeline without the need for voice communications that
needlessly distracts from ongoing mission activity.

Air to Ground and Ground to Air Data Link

By including an ADSB system on appropriate ground vehicles charged with command
and control, on scene commanders have an immediate, real time, graphic display of all
airborne and ground equipped ADSB vehicles. The airborne mission controller located
in the incident response vehicle can now plan and prioritize “when, where, how and who”
to conduct respective missions. This can be monitored from a common incident display
and control station within the incident response command vehicle(s).

Airborne Internet Connectivity

Wireless computer linking between air and ground assets based upon internet
connectivity can provide an inexpensive secure and real time command and control (text
and image) two-way network between aviation and ground assets. The transmission of
incident scene imagery collected from airborne or ground imagers and disseminated to
arriving medical, fire, police and environmental support functions can improve response
times, minimize on scene conflicts, prioritize response actions while coordinating traffic
flow, deconflict adjacent support efforts and present situational awareness for all assets.
These advantages can be realized on a wireless network. The added capability of
providing command and control actions by the incident command team without
extraneous voice communications assists by reducing voice related command and
response actions, freeing up pilots and crewmembers to complete their mission with
minimal assessment of extraneous information, graphic depictions of activities that might
otherwise require lengthy and easily confused directions, and provide a stored recallable



media presentation of command desires in case pilots become preoccupied in the
execution of amission.

Example Application
Scenario

On Monday morning at 0800 a cargo container vessel struck the Eastern most
Stanchion of the deep draft ship passage channel under the Bay Bridge. Outside
temperature is 45 degrees and the water temperature is 51 degrees. Bay waters are
choppy with 3-4 foot swells and the tide is going out. In order to avoid a collision a
follow on oil tanker altered its course and is grounded approximately 2 miles before the
bridge. There is some indication of a fuel leak in the surrounding waters of that vessel.
The bridge’'s stability is in question at this time and the Coast Guard is responding with
support vessels and aircraft. Initia reports indicate that the vessel that struck the Bay
Bridge is carrying explosives that did not detonate on impact but a terrorist group has
already claimed responsibility.
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Figure 1 Example Air Operations Control Display




Airborne Mission Support Functions

Based upon this information the following bullets identify some of the missions likely
to be performed by aviation assets:

Imagery support to detail the nature of damage and the continuing stability of
both vessels as well as the bridge.

Search and Rescue looking for personnel in the water from either ship.

Life flight medical support for personnel injured on the bridge at the time of the
ship’simpact and for any othersinjured aboard either of the subject vessels.

EPA/Hazmat to monitor and evaluate the damaged oil tanker while establishing a
plan of action.

Explosive Ordnance Demolition team to determine if a vertical or ship to ship
boarding is required to locate and identify explosive materials on the cargo ship.

Airborne Special Forces capabilities to provide electronic jamming in the event of
RF explosive triggering.

In addition incident commanders will have to:
Detail the rules for airborne news reporting assets to remain on scene.
Monitor all air vehicles' airborne “time on station”.
Select safe ingress and egress routing.
Transport ground based EOD personnel to Coast Guard ships.
Clear a potential blast radius

Positively clear shipping channels to ensure no further activities precipitate, either
intentionally or accidentally.

Contributions of the Airborne Command and Control System

With the functional implementation of the proposed support technologies the
incident command vehicle staff will automatically be provided the air picture of al
ADSB aircraft. They will know their surrounding range, flight profile and missions.
With the air surveillance graphics overlaid on a map display, commanders can plan for
airborne command assignment/reassignment, preferred routing for each type of mission
and exchange pick up or drop off points for any vertical rescue effort, coordinate medical
support or police activity. The incident commander could request and direct a news



agency helicopter to provide imagery of the damaged tanker’s fuel leak area should it be
the first aircraft on the scene at that location. Information regarding search and rescue
such as whether crew members need to prepare for water entry or hoist insertion on the
deck of the vessel can be passed as soon the aircraft is airborne from its departure
airfield. The incident commander can also reassign airborne missions based upon their
fuel status and plan on-station replacement for low fuel state aircraft well in advance.
This centralized command and control capability can also be linked with air traffic
control assets should a transition between on-scene visual conditions and in transit
instrument flight rules conditions. Once this system is in place for individua incidents
the information can be linked in real time to other assets as may be required. The value
of these regional operations center links would assist in responding to multiple incidents
occurring simultaneously throughout the region.

The airborne equipment set required for this architecture includes, a cockpit
mounted or electronic flight bag display, ADSB transmit and receiver, GPS, antennas,
wireless Ethernet transmitter and receiver. The ground command station requires and
ADSB ground station and a command and control display console in addition to a set of
ground vehicle antennas for ADSB and airborne internet exchanges.

Summary

Incident response command and control requires the techniques to monitor, plan,
direct and evaluate airborne mission support. Commanders need to deconflict airborne
support assets and blend their operations with the conduct of ground based activitiesin a
structured and prioritized form. Aviation assets should strive to communicate by voice
when conducting their specific mission a the scene.  They should only need voice
communications with those needed to complete their own task. Other, more
administrative and safety related exchanges would not require air crew distraction from
their ongoing tasks. These messages can be sent in links or depicted in graphic
presentations repeatedly referred to by the aircrew when needed. Crew members do not
need to hear and deconflict al voice communications among all participants. Generally
aviation assets can be provided with information critical to the execution of their mission
well before arriving on the scene. Administrative data such as traffic flow, ingress and
egress routes, pick up / drop off points and logistical support information can be linked
and monitored. Each aircraft should have a graphic presentation of the air picture
including own-ship specific set of instructions for the EOC. Commanders must retain the
flexibility to alter and adapt the response plan as needed and without the delay of
complicated lengthy voice communications that may interrupt ongoing operations. An on
scene air control network involving an air operations command and display center co-
located with the incident response vehicle and on scene commander maximizes the
response capability provided by Maryland’ s aviation based incident response assets.



